Capability Statement

Core Competencies

Signal Hill helps organizations solve their largest
cybersecurity challenges. Since 2017, the firm has built a
reputation as a leading provider of cybersecurity defense
strategies and engineering services, respected for their
expertise in wrapping zero trust controls around legacy
systems and environments.

Security Architecture

Zero Trust implementation; Identity and PKI governance; Network
Design and Configuration; Hybrid, Multi-Cloud Operations and Security;
Endpoint Management

Cyber Engineering
Specialized ICS/OT Solutions; Tool Deployments and Integrations;
DevSecOps Infrastructure; SIEM Content Development

Application Security
AI/ML Risk Assessment & Strategy; Vulnerability Assessments /
Penetration Testing; Securing CI/CD pipelines

Cyber Operations Support
Threat Intelligence; SOC Support and Threat Hunting,
Response and Forensic Investigations

Differentiators

Verified Zero Trust strategies and engineering

20+ years of cybersecurity architecture experience
Operationally proven experts

Cleared facility and cleared personnel

Incident
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Company Data

Company History

Founded in 2017 and based in
Northern Virginia, Signal Hill
Technologies protects government
partners and highly regulated
industries against advanced
persistent threats with precision-
engineered cybersecurity services.

UEI# D5E3FBQVNCT9
Socio-economic certification:
Small Business

CAGE Code: 7ZKF6

NAICS: 541519, 541512, 541618,
541690, 541990, 518210

PSC: U099, U012, R499, R497,
R425, R799, 9999

GSA Schedule Contract Number:
47QTCA24D006B

GSA MAS SINS: 54151HACS,
518210C

Credit and purchase cards accepted
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Scan to visit us at
www.signalhill.tech
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Past Performance

SUBCONTRACTOR - United States Postal Service (USPS). Cybersecurity Governance, Zero Trust

Planning, Cloud Security Engineering. (Awarded 2017, Ongoing)

SUBCONTRACTOR - Department of Homeland Security, CISA. DOMino program. Cloud Architecture and
Engineering, Large-scale data analytics.(Awarded 2021, completed 2025)

PRIME - Bank of Montreal (BMO). Application Security Testing, API Penetration Testing, Cloud Security

Optimization. (Completed 2023)

Past performance contact info available upon request
8280 Willow Oaks Corporate Drive, Suite 600 | Fairfax, VA 22031 info@signalhill.tech




